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Cyber Risk: How Can Pharma Avoid Black Swan Events?

Rod Schregardus, pharma manu-
facturing lead at The Access Group, 
looks at the IT security threats facing 
pharma companies today, and the steps 
that can be taken to prevent the fallout 
from data loss. He also speaks to Jim 
Wheeler, a director at UK-based risk 
consultancy Control Risks who played 
a leading role in the crisis management 
team for an organisation severely 
impacted by NotPetya, the same 
ransomware which struck Merck in 2017. 

The digitisation of the pharmaceuticals 
industry is transforming everything from 
R&D, to production, to sales, vastly improving 
both health outcomes and the commercial 
performance of vaccines and therapies. 

Manufacturers have been steadily ramping 
up investment in automation, machine 
learning and AI, data analytics and predictive 
modelling, and the internet of Things (IoT) for 
some time now. Of course, these technologies 
were also instrumental in delivering a safe 
and effective Covid-19 vaccine at record 
speed. It was a race like no other and falling 
behind would have had severe consequences 
for the health of entire populations, as well 
as economic and geopolitical repercussions. 

Now that data-led technologies have 
been proven on a large-scale and under the 
public gaze, the pace of innovation is only 
going to increase further over the coming 
years. It’s certainly giving more pharma 
companies the impetus to move more of 
their manufacturing operations to the cloud. 

The reason for this is clear. With real-time 
data flowing freely between applications and 
machines, production teams can improve 
their decision-making, optimise resources, 
speed up production and reduce risk (of say, 
contamination and wasted batches). Data is 
available remotely and employees no longer 
have to create and update production plans 
manually, nor engage in lengthy handovers 
with colleagues because they can access 
critical information as and when they need it. 

But greater connectivity creates new 
vulnerabilities in IT systems for hackers 

to exploit. A ransomware attack, whether 
the result of a blanket or targeted spear 
phishing email, could mean substantial data 
losses. The malware infection spreads across 
all networked devices, including internet-
enabled machines on the shop floor, making 
it difficult to isolate and stop. 

As a result, production comes to a 
standstill as senior managers grapple with 
the impossible question of whether to pay 
the ransom for the safe return of their data. 
They’re acutely aware of the impact the 
delays could have on the delivery of life-
saving drugs and stockpiles. 

Operational disruption can be extremely 
damaging, both in terms of patient health 
and commercial performance, but it’s 
certainly something no pharma manufacturer 
can countenance in the current climate. 
Demand for Covid-19 vaccines, boosters and 
therapeutics remains high; drug stocks were 
depleted during the pandemic and pharma 
has experienced supply chain issues just like 
other industries have recently. 

When The Sost Is Too High
While it’s difficult to assess the true cost of a 
data breach, taking into account production 
downtime, reputational damage and 
potentially lost contracts and investment, 
figures from IBM make for sobering  
reading. 

According to its annual report, the 
average cost globally of a cyber-attack in 
pharma stands at $5.04million in 2021, just 
down from $5.06million in 2020. It’s the third 
costliest of any industry, behind financial 
services ($5.72million) and, unsurprisingly, 
healthcare ($9.23million). 

Delays may lead to entire batches being 
scrapped, which on its own could cost 
anything from half-a-million to several 
thousand pounds. That’s before any fines, 
litigation, lost contracts and reputational 
damage are factored in. 

The value of its IP (intellectual property), 
and the speed at which teams have worked 
over the past 18 months, made pharma 
and associated public bodies particularly 
susceptible to cyber-attacks. Remote 

working, though not possible for everyone 
in this industry, is also thought to have 
increased the risk of a successful cyber-
attack, due to weaker IT controls at home 
and more sophisticated ransomware.1

In July last, the UK’s National Cyber 
Security Centre (NCSC) reported that 
organisations developing a Covid-19 vaccine 
had been targeted by ‘Russian cyber actors, 
known as APT29’.2 

Then in December, the European 
Medicines Agency (EMA) was subject to a 
cyber-attack resulting in ‘some documents 
relating to the regulatory submission for 
Pfizer and BioNTech’s COVID-19 vaccine 
candidate, BNT162b2, which has been 
stored on an EMA server, [being] unlawfully 
accessed.”3 Neither Pfizer nor BioNTech’s 
systems were compromised, but it does 
show pharma is a prime target. 

As custodians of proprietary data, 
including sensitive patient details, results 
from clinical trials and drug recipes, pharma 
companies have rightly always been a 
‘closed book’ to the outside world. But as 
we’ve seen, connected IT systems open up 
more opportunities for hackers to get their 
hands on commercially sensitive information 
compared to previously. 

Jim Wheeler says that while security 
has always been a priority, some in the 
industry believed that the complex nature 
of pharma – highly-regulated and research-
led – afforded it a degree of protection from 
IP theft. He told me:

“You can’t just come up with a new drug 
and make money from it because you’d have 
to demonstrate its safety and efficacy with 
registered research, studies and testing.

“That way of thinking has changed 
over the past 18 months due to demand 
for Covid-related vaccines and treatments. 
Unscrupulous governments don’t care where 
they get their IP from, they just want to be 
able to manufacture drugs quickly and get 
them out to their population. 

“On top of that, there’s the wider question 
of counterfeit drugs. Are drug designs being 
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shared with huge industrial producers in 
other parts of the world so they can create 
saline replicas to be sold?”

It’s not only IP that cyber-criminals 
and hostile nation states will target either, 
according to Jim. Financials, employee 
details and other confidential documents 
are also at stake. Moreover, senior managers 
don’t always appreciate the potential fallout 
that could follow if hackers gained control 
of the company website. 

“A public-facing website might not 
contain any obviously sensitive material 
but every hour, you might have tens-of-
thousands or even millions of attempted 
administrator log-ins,” he said.

“It would only take one successful 
attempt and the result could be defamatory 
material published on the website, or a link 
to ransomware. The reputational damage 
from that would be huge.”

Systemic Failings
Any attempted or successful data breach 
will prompt pharma companies to question 
whether they could have been better 

prepared. It usually feels like a classic Black 
Swan event – the attack seemed to come 
from nowhere yet looking back the risks 
were obvious. Weak passwords, security 
patches not being updated, and tech teams 
being too thinly stretched to manage the 
continued threat of cyber-attacks are some 
of the most common and obvious reasons 
why systems are compromised.

Security is not, as Jim suggests, just a 
problem for IT teams to deal with but 
everyone’s responsibility. He advocates 
ongoing reviews and investment in the three 
pillars of ‘people, processes and technology’ 
as the best defence from cyber-attacks. 

Clearly, it’s important to empower 
people to make good decisions and develop 
processes that everyone understands 
and adheres to, from senior managers to 
production teams wherever they’re based. 

But what about the technology, so critical 
for operational and commercial success yet 
also a potential weak link in security? The 
problem is not the technology itself – rather 
the way IT infrastructure has evolved in many 
global pharmaceutical companies. 

They might have a centralised IT service 
responsible for thousands of software 
solutions across different sites, or else the 
service will be contracted out. Some have 
also inherited risky legacy systems following 
the acquisition of smaller companies. 

The technical team can’t possibly be an 
expert in all of these solutions. Applying 
for software licences and managing 
upgrades and security patches becomes 
time-consuming and unmanageable. One 
upgrade could take between six and nine 
months to plan and implement and involve 
dozens of people. Then you’ve got to align 
individuals, evaluate the risks and deploy at 
scale. Upgrades on a managed cloud-based 
system, in contrast, would normally take 
just half a day. 

Often, the end-users, the people making 
the life-saving drugs, are left stuck in the 
middle. They can do their bit by following 
good security practices but they’re busy 
professionals who want their systems to 
‘just work’ when they need them to. 

Another issue is that pharma is a heavily 
regulated industry, and all production 
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Rod is the production planning and 
scheduling software specialist at The 
Access Group. He works with industry-
leading pharma and biopharma 
companies in the US, UK and Europe to 
help them to optimise manufacturing 
capacity while maintaining validated 
processes, within a highly-secure data-
driven environment.

processes have to be validated, so it used 
to make sense to have their servers in 
data centres they owned and managed. 
All that’s changed over the past five years 
though. What we’re now seeing is a growing 
appetite for cloud hosting because of the 
flexibility and scalability it offers but also 
the security. 

During my conversation with Jim, he 
noted that it makes sense to store highly 
sensitive data on-premise, but this data 
must be carefully monitored. For example, 
who has access, how do they access it and 
when can they access it. However, migrating 
operations to the cloud can offer a level of 
security that’s difficult for internal IT teams 
to match.

“There’s nothing wrong with on-premise 
servers but you mustn’t forget to budget 
not just for the maintenance but also the 
security monitoring of those servers, which 
should be running every minute of every 
day,” he said.

“Few companies have the appetite to 
continually invest in high quality automated 
services for their servers 24 hours a day, 
365 days a year, which is why they turn 
to a managed provider with the security 
already built-in. Secure cloud services are 
already being used for highly sensitive 
information by household brands, law firms 
and governments, and if it’s good enough for 
them, it can be good enough for pharma.”

Preparing Your War Room
Pharma manufacturers, like any other, hope 
to never have to put their cyber-security 
response into action but not having a 
plan in place could be catastrophic. The 
industry lives under constant threat from 
ransomware attacks, which are becoming 
ever-more sophisticated and frequent. 

What’s more, figures from IBM show that 
pharma companies take an average of 277 
days to identify and contain a data breach, 
by which time valuable data could be 
irretrievably lost, so early detection is key.4 

Should the worst occur, senior mana-
gement need to mobilise their response and 
recovery teams quickly. Clear processes and 
a chain of command helps to prevent any 
hold-ups or errors made under pressure. 
Internal and outsourced tech experts play 
a leading role in containing the threat 
but stemming the operational, financial, 
reputational damage requires a collective 
effort from a cross-section of teams. 

Jim explained: “Response and recovery 
awareness is key. Creating a good plan 
means asking questions like which teams 
will come together and when; what controls 
are in place to categorise the attack, who’ll 
be accountable and empowered to take 
action? 

“If a factory has to be shut down, you 
could wait for a senior manager to approve 
it, which is slow. Alternatively, you can train 
someone on site to pull the plug and limit 
the damage. When you’re against the clock, 
this person is a hero because they’ve saved 
the company millions.”

Conclusion
As Jim asserts, the best form of defence 
against cyber-attacks is educating staff and 
creating a culture that promotes the right 
behaviours. 

It’s important to measure people’s 
understanding regularly – could they spot 
a new type of phishing email; do they know 
why they need unique, long and complex 
passwords; and do they understand 
the enormity of the risk? All this could 

significantly enhance a drug manufacturer’s 
cyber-resilience, and the time required 
for training is minimal compared to the 
disruption that follows a breach. 

Technology firms, including cloud hosting 
providers, also have a responsibility to 
maintain the highest security standards 
and earn the trust of the pharma industry.

Their infrastructure should support 
continuous back-up and fast recovery of 
data in the event of an attack. They’ll need 
dedicated cyber-security experts too, and hold 
relevant certifications, including ISO 27001 for 
information security management. A Tier 3 
data centre offers protection against physical 
threats, such as fires or natural disasters, and 
high levels of security for personnel. By storing 
data in multiple high-grade data centres, the 
risk of downtime is reduced even further. 

Even outside of a pandemic, pharma 
companies are under pressure to develop 
innovative treatments and meet their 
contractual obligations. In order to fully realise 
the benefits of data-driven technologies in 
drug research, manufacturing and delivery, 
they cannot afford to neglect the threat of 
cyber-attacks. While attempts may become 
more sophisticated, staying ahead of the 
latest trends will help to avoid the Black Swan 
events that can cripple entire organisations.
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