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The New Normal: 
How COVID-19 Became the Catalyst for Change

Abstract
When COVID-19 disrupted life sciences, 
solutions were needed in real-time. 
As the pandemic grew, so did the 
need to innovate. Workers met the 
challenges. They completed tasks, 
fulfilled inspections, and remained 
vigilant in fulfilling regulatory 
requirements. This paper presents 
findings from a roundtable hosted by 
PharmaLex. It examines how life science 
professionals leveraged disruptive 
technologies during the pandemic. In 
the talks, industry leaders focused on 
what worked well, what needs to be 
improved, and what comes next. The 
program included six topics:

• Decentralised clinical trials
• Modern data management
• Cybersecurity
• Rolling submissions
• Virtual inspections
• COVID-19 regulatory impact: 

What technology and business 
investments will be accelerated?

For life sciences, embracing disruptive 
technologies played a crucial role in 
ensuring continuity of service. Quickly 
adopted, disruptive technology elements 
became a part of day-to-day operations. 
Professionals adapted to work smarter, 
increase efficiency, and sustain quality 
levels. Here is a wide-ranging look 
at lessons learned throughout the 
coronavirus pandemic. Including the 
tools and solutions that are likely to 
remain in the new normal.
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The global pandemic caused by 
coronavirus disease 2019 (COVID-19) 
forced the life sciences industry to rethink 
processes and procedures to continue 
operations. Lockdowns, travel restrictions, 

and the race for a vaccine all impacted 
operations for pharmaceutical companies 
and regulators, while a heavier reliance 
on technology to conduct business was 
needed to keep patient safety at the 
forefront. 

PharmaLex hosted a round-table of 
experts to discuss how disruptive techno-
logies in life sciences (DTLS) helped 
during the pandemic, and how they can 
be used in the future. The Disruptive 
Technologies in Life Sciences consortium 
was formed in early 2018 by a group of 
industry leaders with the aim of discussing 
advanced technologies in the life science 
industry. The consortium consists of 
representatives from pharma and biotech 
companies, Health Authorities (HAs) and 
leading technology providers. The talks 
of this year’s roundtable focused on 
six topics: decentralised clinical trials, 
modern data management, cybersecurity, 
rolling submissions, virtual inspections, 
and COVID-19 regulatory impact. The 
results of this year’s roundtable are to 
focus on the following question: What 
technology and business investments 
will be accelerated? This paper looks at 
how the aforementioned topics have been 
influenced by COVID and what trends we 
are likely to see further in the future.

Decentralised Clinical Trials
Decentralised trials (DCTs), a novel 
approach to clinical trials in which the 
trial is conducted partially or fully at the 
location of the patient rather than at a 
clinical site, have been of interest to and 
piloted by pharmaceutical companies for 
the past few years for several reasons. By 
making trial participation less burdensome 
to patients, DCTs present an opportunity 
to recruit patients faster and increase 
diversity in the patient population, and 
because of the increased convenience of 
trial participants, discontinuation rates 
are expected to be reduced. Prior to the 
COVID pandemic, health authorities (HAs) 
showed interest in this approach but, with 
few exceptions, were moving slowly towards 
its acceptance, and many of the supporting 
technologies that enable DCTs were under 
discussion concerning their regulatory 
status. 

These technologies include:

• Telemedicine
• Home nursing
• Use of local Health Care Providers 

(HCPs) and local laboratories
• Electronic Informed Consent tools 

(eConsent)
• Direct-to-patient Investigational 

Medicinal Product (IMP) shipments
• Use of wearables and sensor 

technologies

The COVID pandemic significantly 
disrupted clinical trials worldwide. Patients 
couldn’t or weren’t willing to travel to 
clinical sites due to lockdowns and fear 
of infection. Pharmaceutical companies 
and investigators scrambled to figure out 
how best to mitigate these challenges, 
including how to retain trial patients in a 
safe and secure manor. Health Authorities 
also put into place guidelines to allow for 
flexibility in trial conduct and many of these 
approaches are the same as those utilised 
in the DCT model. Telemedicine and/or 
telephone-based visits, home delivery of 
study medications and remote monitoring 
were some of the most widely authorised 
and utilised emergency procedures 
employed during this time.

The emergency measures enacted due to 
the pandemic have provided a boost to the 
acceptance of DCTs by Health Authorities 
(HAs) and we note, substantially increased 
their interest and involvement in the 
running of pilots as well as the development 
of guidance. Hurdles, however, do remain. 
HAs are progressing at different speeds 
regarding the acceptance of DCTs and 
the lack of harmonisation across regions 
makes global trials a challenge to run. In 
addition, some DCT enabling approaches are 
regulated not by HAs at all but by national 
laws, for example, those related to nursing 
licenses, electronic signatures, and drug 
distribution, and differ from country to 
country. Further research is required to 
demonstrate comparability in remote versus 
in-person assessments. This is especially 
true for primary endpoints, which require 
validation before implementation, and for 
trials in which some visits or some sites are 
remote, and others are not. There are also 
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data and privacy law concerns, including 
patient consent and confidentiality that 
must be considered when implementing 
these novel approaches. 

Despite these hurdles the DCT approach 
is gaining acceptance rapidly, significantly 
catalysed by the flexibility required by the 
extraordinary circumstances faced in clinical 
research as a result of the COVID pandemic. 

Modern Data Management 
Pharmaceutical and medical companies 
oversee vast amounts of data. Whether 
it’s raw data or data (pre-)processed by 
algorithms, data is valuable and becomes 
an organisational asset with unique 
properties. Looking forward to trends 
in data management, standards and 
governance can help guide organisations, 
and this topic has been in the news recently 
as more organisations start planning their 
data strategy.

Data management is life cycle mana-
gement. All datasets are different and 
require varied management and curation. 
Managing the quality of the data takes 
planning, and for organisations, that 
requires buy-in from leadership. Whether 
it’s pharmaceutical companies or healthcare 
organisations, these organisations can’t 
do everything alone, and partnering with 
trusted and verified technology vendors is 
a way to get expert help and immediate data 
management support. 

Implementing a modern data mana- 
gement framework now will help lay the 
groundwork for organisations to later adopt 
future disruptive technology. Regardless 
of proposed roll-out dates, planning 
should begin much earlier since these new 
initiatives are time-consuming and costly. 
For example, when organisations look to 
deploy disruptive technology to handle data 
management tasks, they must realise the 
technology will not solve existing or legacy 
data quality problems. Artificial intelligence 
(AI) and machine learning (ML) are not 
capable of cleaning data. It’s the other way 
around: an organisation must input clean 
data for AI and ML to manage it effectively. 

Not only is this important for 
organisations to know before initiatives 
begin, because data remediation costs 
can be a barrier to entry. Also consent 
compliance with international technical 
standards and harmonised implementation 
of technical rules must be ensured from the 
beginning in a sustainable way. At the start 

of a study, a group must determine how 
far back they wish to go, because that will 
determine how much manual data clean-up 
will be needed, with costs directly tied to 
the timeframe. 

One option can be to leave legacy data 
static, with the possibility of revisiting it 
later. In this case, an organisation should 
examine if regulatory or compliance issues 
are at risk. If this is a viable option, the 
legacy data can be left in place, and then 
new data can be fed into AI and ML emerging 
technology activities.

It is obvious that, at least internationally, 
acting companies and sponsors must take 
care of a broader range of requirements/ 
aspects to comply with expectations or 
needs from different regions. Sponsors are 
implementing data management activities 
and connecting them with those occurring 
at the FDA and other HAs world-wide. Both 
industry and HAs see the value in data, data 
standardisation and data management 
moving forward. In the United States, the 
U.S. Food & Drug Administration (FDA) 
published its Data Modernization Action 
Plan (DMAP), on March 3, 2021, which 
“proposes a framework and actionable 
recommendations for FDA’s Data Strategy.” 
The FDA listed three key components:

1.  Identify and execute high value driver 
projects for individual centres and for 
the Agency.

2.  Develop consistent and repeatable 
data practices across the Agency.

3.  Create and sustain a strong talent 
network combining internal strengths 
with key external partnerships.

Similarly, in the EU an interoperable 
data access infrastructure for the European 
Health Data Space has been established 
in order to facilitate secure cross-border 
analysis of health data; tested in 2021 
with a pilot project involving EMA and 
national authorities, it will support digital 
transformation, personalised medicine, 
high-performance computing and artificial 
intelligence during the next 5 years and 
beyond. 

Cybersecurity
Pharmaceutical and medical companies 
and health systems host and warehouse 
sensitive data about their patients, 
manufacturing processes, scientific methods 
and other intellectual property deserving 
protection. To protect that data, strong 
cybersecurity is key to protecting patient 

information, along with safeguarding an 
organisation’s network. 

Actions to take for organisations focusing 
on their cybersecurity include:

• Digitising processes to be safe and 
secure across the organisation. This 
should be a single plan, not multiple 
plans that may conflict with one 
another.

• Align ambitions with business 
strategies.

• Account for future plans. Keeping in 
mind that speeding up processes can 
improve patient access, which should 
also count R&D as a critical component.

The goal of cybersecurity is to ensure 
the network is always accessible, yet guard 
against bad actors, malware, and hacks. In 
this environment users can be either an 
organisation’s strongest point or its weakest 
point. Network users need to be fully trained 
and certified. Often, intermediate users 
and end-users who have their privileges 
increased can open the system up for a 
hack. Exploitation of vulnerabilities via 
ransomware happen when a user account is 
compromised. In particular, phishing attacks 
via email have become more sophisticated. 
In the past, clicking on a link could lead to 
an attack, but now, merely hovering over 
a link can trigger some malicious code to  
run.

One potential DTLS solution to guard 
network security is implementing AI 
monitoring agents. Since AI agents can 
run autonomously with little to no human 
intervention, AI is a 24/7 solution that can 
provide increased network security and 
monitoring around the clock. 

Generally, AI may learn by examples or 
instances, which can pose challenges if there 
are sophisticated techniques of delivering 
data integrity. For example, hidden values 
may exist in that data, which would alter 
the way AI behaves. Clean, holistic data 
gives expected results, while cryptic data, 
maybe including unknown ciphers, will 
give unusual results. This is an important 
consideration, when using AI technology 
within cybersecurity as well as other use 
cases.

As effective as AI can be in monitoring 
network security, organisations need to be 
aware that AI intrusions are also possible. AI 
can learn by monitoring over large periods 
of time. During this time, it can learn to 
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and adapt to complexity, while ultimately 
finding solutions that human users have 
not thought of. For example, a single human 
is unlikely to sit long enough to manually 
unleash a brute force attack; however, 
automating this task and including a self-
learning mechanism may lead to unlimited 
evolving iterations of a process. 

Cybersecurity is critical for an organi-
sation, because if you can’t protect the 
business processes, you risk not having a 
viable business. It is business-critical that 
cybersecurity delivers for the patient, and it 
depends on the provider’s ability to protect 
the resources in a cost-effective, timely and 
innovative manner.

Rolling Submissions 
Because COVID-19 spread so quickly, vaccine 
development had to be accelerated in the 
interest of public health. The European 
Medicines Agency (EMA) accepted a rolling 
submissions model, where sections were 
submitted for review, instead of waiting 
until entire information and datasets were 
completed for an all-at-once submission. 
For example, under the rolling submission 
model, the nonclinical section of the dossier 
can be finalised while clinical trials remain 
ongoing. 

The EMA approved accelerating 
regulatory procedures for R&D, along with 
fast-tracking marketing authorisation 
applications (MAAs) for COVID-19 vaccine 
work. This accelerated model also applied 
to new medicine development apart from 
vaccines.

Beyond the success of vaccine 
development, there was also heightened 
collaboration among experts. Increased 
data sharing, exchange of thoughts, and 
identifying areas for future collaboration –  

Phases of COVID-19 (modified after Siddiqi, J Heart Lung Transpl (2020)

like working toward a more standardised 
way to submit documents – have all been 
attributed to organisations working together 
during the COVID-19 pandemic.

While these rolling submissions and 
reviews have led to unprecedented 
successes in vaccine development, 
organisational leadership should recognise 
that this came with costs. Staff worked 
around the clock due to the urgency of 
the worsening pandemic. Having staff 
work increased hours to provide very 
rapid assessments without compromising 
on quality is needed in a pandemic. But 
maintaining that level of work and the 
burdens it places on staff is unsustainable. 
Long-term organisational planning will 
need to be mindful of this from a workforce 
standpoint. Otherwise, the pharmaceutical 
industry will need to increase resources 
greatly if this pace continues for how new 
drugs will be evaluated in the future. 

Regarding DTLS, the AI is not quite ready 
to analyse and manage data from a decision-
making perspective. The level of trust does 
not yet exist for true artificial intelligence 
to make decisions that can be relied 
upon. Currently, artificial intelligence can 
analyse, summarise, trend, and recommend 
outcomes that a human can consider when 
developing strategy or making decisions.

While the decision-making capability 
is not yet ready, digital technologies can 
be utilised to handle automating tasks to 
save time and speed through submissions. 
Utilised as more of a natural language 
processing tool, processes can run to 
automate submissions and fill in templates 
used along each point in an assessment. 
Organisations looking to implement these 
time-saving processes can easily test the 
outputs of automation or natural language 

processing by using historical data. By 
gathering some training datasets and 
validation datasets, tests can run and be 
checked for accuracy in a manner that is 
not difficult. Deploying these automated 
processes will preserve workforce hours 
that an organisation can allocate for other 
strategic tasks. 

Technology tools should be reliable, 
predictable, and yield the same results every 
time. Organisations should also consider 
open-source software over proprietary 
software to gain more flexibility for use 
over time.

Virtual Inspections
The lockdowns forced by COVID resulted in 
inspections relying on a virtual model. No 
longer able to conduct site visits, auditors 
had to overcome obstacles and use virtual 
tools to meet commitments. Still, the goal 
of an inspection is not to be on-site, it is 
to gather and assess enough objective 
evidence. If this evidence proves that a site 
is operating in a controlled environment and 
meeting all regulations and requirements, 
a virtual inspection will serve its purpose. 

As with many trends brought on by the 
pandemic, virtual inspections will likely 
remain in some capacity after lockdowns 
have been lifted. Inspectors will benefit 
from flexibility and time-savings since they 
can conduct many more audits remotely 
without time spent traveling to sites. 
Instead, experienced inspectors will gain 
more availability to conduct audits and run 
them remotely. 

For a virtual inspection to run success-
fully, the right technology tools must be 
in place: for both the inspector auditing 
remotely and the site itself. 

Before an audit begins, inspectors and 
sites should establish a plan to ensure 
resources are collected and ready for 
inspection day. Ask what would be done 
on-site and then figure out how each step 
can be done remotely. Then pick the correct 
technology tools to help conduct a thorough 
audit. Examples include:

• Introductory meetings can be 
conducted on a video conferencing 
platform

• Documents can be accessed and 
distributed with cloud-based file-
sharing sites

• Facility tours can utilise 360-degree 
cameras 
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• In situ facility cameras can be accessed 
as another layer of visibility during the 
audit

• Facility floorplans can leverage virtual 
reality to give insights on location of 
processes

• Augmented reality glasses can provide 
point-of-view access during walk-
throughs 

• Hiring a photographer to fly a drone 
around the facility and livestream it to 
inspectors can help prove location and 
configuration accuracy

Layering these technologies together 
can provide a clear picture. Emerging 
disruptive technologies can be used to 
assist inspectors, but these technologies 
can also be used in dishonest ways. 

Deepfakes can be problematic for 
inspectors who are not present at the site. 
If site operators can manipulate the images 
being streamed, then they will provide 
what inspectors want to see, and not the 
reality on the ground. From making sites 
appear cleaner than they are to adding 

false walls to conceal rooms that are not 
in compliance, manipulated media will 
challenge auditors. By not standing within 
the facility, inspectors must remain vigilant 
during virtual inspections and carefully 
examine what is presented to them. 

Uncovering hidden rooms or secret 
walled-off areas can be assisted by 
technology like Building Information 
Modeling (BIM). Because modern buildings 
are designed with BIM technology before 
a steel girder is put in place, BIM gives 
auditors an accurate sense of space. 

Taking this a step further, leveraging 
augmented reality systems to overlay CAD 
drawings onto video footage will show 
consistency between the facility design 
and the actual construction. Combining 
BIM modelling with this augmented reality, 
inspectors will get a true picture of the 
facility. Discrepancies will be apparent, 
and inspectors can insist on closer looks 
of things that don’t look right by scrutinising 
floorplans and machinery for a more 
complete, accurate audit. 

COVID-19 Regulatory Impact:  
What technology and business 
investments will be accelerated? 
For the last presentation of the roundtable, 
findings were shared from the 2020 COVID-19 
Pandemic Regulatory Impact Pulse Survey, 
which was conducted by Gens & Associates. 
Surveys were taken from 52 unique global 
companies, with a total of 183 responses 
being tallied. 

The study revealed these key themes 
and insights:

• Increasing speeds of implementing 
changes by breaking free of “time to 
change beliefs and mindsets” 

• Growing organisational dilemmas in 
relation to workforce flexibility and 
effectiveness

• Accelerating organisational agility and 
finding innovations from within

• Maximising global and virtual 
investments

Breaking free of “time to change beliefs 
and mindsets” saw companies with COVID-19 
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products (vaccines, diagnostics, therapies 
etc.) move more quickly with a variety of 
standard regulatory activities. Additionally, 
most participating companies adopted 
change (e.g., new initiatives) quicker than 
they have in the past. The pandemic forced 
many organisations to look for solutions 
quickly, and what used to take months to 
consider and gradually roll out was reduced 
to several weeks.

This shift in speed has also led to greater 
transparency as virtual environments have 
made teams more aware of other segments 
of the business (e.g., like a small local 
affiliate) and how work is connected among 
groups. Quicker decision-making and much 
faster rollouts have led to streamlined 
adoptions of new processes and systems. 
Trends toward virtual work and processes 
had been ongoing since 2014, according to 
the study, but are being greatly accelerated 
by the pandemic.

“We believe the significant investment 
in regulatory organisations focused on 
end-to-end processes, global systems, and 
data quality since 2014 has resulted in the 
ability to rapidly shift and adapt to a virtual 
and remote environment.” – 2020 COVID-19 
Pandemic Regulatory Impact Pulse Survey, 
Gens & Associates

The study lists regulatory information 
management investment priorities in 2020 
and beyond:

1.  Global Dossier Strategy and Dossier 
Management Operations

2.  End to end Label Management
3.  End to end Variation Management
4.  Registration and Health Authority 

Commitment Management

According to the study, businesses and 
teams have progressed through three 
phases: from Crisis Mode (“Action Out of 
Necessity”) to Recovery (“Reimagining a 
Better Way”) to Renewal (“New Normal”). 
This new normal will see norms stabilise 
and temporary changes that have been 
effective become permanent.

Study respondents looked to the future 
by highlighting moving toward a more 
global virtual environment, speeding up 
technology solutions for more access and 
collaboration, more flexibility in remote 
working and adopting virtual solutions, 
and overall issues in preserving COVID-
era efficiencies to be used in long-term 
planning. 
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Conclusion 
COVID-19 has disrupted all aspects of 
the life sciences industry, as confirmed 
above by the thought leaders during the 
roundtable discussions. Changes within 
regulatory, technology, and industry 
affected the pharmaceutical space and 
healthcare in general. In the future, some 
of these changes are likely to remain. While 
no one can predict the lasting changes, 
hybrid approaches should be expected 
surrounding decentralised clinical trials, 
modern data management, cybersecurity, 
rolling submissions, and virtual inspections. 
Increases in virtual approach will provide 
both benefits and challenges to complete 
what was formerly only conducted on-site 
or in-person. COVID-19 acted as a catalyst 
for change, and life sciences professionals 
became adaptable and overcame numerous 
obstacles within unusual, unprecedented 
conditions. Their race against the virus led 
to historical successes, all while focusing on 
speed and agility and not compromising on 
patient safety. 

Key observations that came out of the 
discussions were that there has been a 
remarkable shift of mindset in the usage 
of technology innovations as an integral 
part of modern life sciences research and 
development. The pandemic situation due 
to COVID-19 has triggered and accelerated 
this shift. While much has happened, many 
activities are far from being completed. 
The authors conclude that further efforts 
for digital transformation in Life Science, 
especially in the above-mentioned topics, 
will focus on important improvements for 
Industry and Health Authorities: 

1.  Fast access to safe medicines 
2.  Cost- and resource-effective drug 

development and Market Access 
3. Security and privacy of data and 

intellectual property, esp. in an evolving 
digital and virtual environment 

Disclaimer
The opinions expressed in this paper are the 
personal representations of the authors and 
do not reflect any endorsement or official 
status of their hiring organisations.
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