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New Technology and Automation in Labs: Data Risks and 
Privacy Compliance Issues 

Within healthcare and life sciences, data 
science plays a major role in research 
and innovation. Improvements in com-
putational speeds, storage capacity and 
connectivity across different platforms, 
systems and sampling equipment, mean 
that laboratories and research facilities 
are often the testing grounds for the 
use of advanced analytics including Big 
Data and Artificial Intelligence (AI). 

Alongside the innovation and efficiency 
benefits of process automation, 
integrated workflow management, 
and collaborative research, comes 
increased exposure to data risks – some 
less obvious than others. 

Often this is also compounded by 
competitive pressures and agile working 
methods, resulting in demands for 
upgrades to data solutions and IT 
systems that bring new functionality, 
quicker results or more efficient 
processes. 

Such pressures can then put greater 
responsibility on those testing and 
approving these systems when it comes 
to identifying potential new data risks 
or privacy compliance issues.

Data Protection and Privacy Regulation
The strengthening of data protection and 
privacy laws such as the EU General Data 
Protection Regulation (EU GDPR), as well 
as sectorial obligations and targeted rules 
relating to the use of medical records, 
diversity indicators, genetic data, and 
human tissue samples etc. provide a 
complicated framework for compliance.
 

Often, they also provide the legal grounds 
for challenges, complaints, compensation 
and regulatory enforcement when things 
go wrong. 

 
Under GDPR, there have been a number of 

high-profile investigations and enforcement 
actions involving data breaches or 
mishandling of data by pharmaceuticals and 
their respective technology and solution 
providers. 

Technology

In the instance of a medical software 
solution provider, records of nearly half a 
million individuals were exposed during 
the migration from one software solution 
to another. The data protection authority 
raised a number of concerns, including the 
lack of data encryption and that there was 
no automatic deletion of data after the 
migration process had been completed. 

The Cost of Non-compliance 
Failure to properly manage data within the 
laboratory may have significant commercial 
implications when it comes to loss of 
intellectual property and delays to product 
development due to data quality issues. 
There are also indirect costs relating to 
reputational harm with investors, partners 
and professionals.

According to IBM’s 2022 Cost of a Data 
Breach Report,1 the pharmaceutical industry 
ranked third – behind healthcare and 
financial services – when it came to the 
highest average total cost of a data related 
breach. 

The average cost for dealing with a data 
breach in pharmaceuticals currently stands 
at over USD $5 million, and over USD $10 
million in healthcare. For the same period, 
the industrial industry including chemical, 
engineering and manufacturing, saw an 
increase to an average of nearly USD $4.5 
million per breach. 

Factors for these costs include the 
regulated nature of the sectors, the volume 
of confidential and sensitive data being 
processed, and the scale and nature of the 
technology and data services being used to 
support these industries.

Five Key Considerations When Undertaking 
Data Protection Impact Assessments
Data protection impact assessments are 

essential to avoid falling foul of the regulation 
and paying the price for non-compliance. 

Companies should pay particular 
attention when updating laboratory 
technology and automating laboratory 
processes, as there are many factors 
involved in identifying and addressing the 
associated data risks: 

1) Extent of Data Collected 
Firstly, it should be determined whether 
all of the data collected or held by the 
system is necessary to support the intended 
purposes. 

Where possible, datasets should be 
anonymised or pseudonymised beforehand, 
or in some cases it might be preferable to 
use synthetic data (namely data that reflects 
the computational value of the dataset but 
does not refer to real individuals). 

 
Note that even where data has been de-

identified, it may be possible to re-identify 
the individual through other data sources 
held by the organisation or a third-party, 
therefore care should be taken to assess 
the risk prior to publishing or sharing even 
anonymised data sets.

2) Managing Data Access
Even where equipment is housed in a 
secure environment, systems and devices 
may still be accessible through a corporate 
network or via remote internet access. 
 

Consider the minimum level of 
connectivity required to perform the tasks 
and ensure that physical and technical 
access is limited to authorised staff or 
representatives. Comprised user credentials 
remain a common cause of data breaches. 

Maintaining logs of system access can 
also help to identify where access rights 
have not been updated or where access 
is attempted from unauthorised locations 
or devices. 

In the case of a COVID-19 testing 
laboratory, the UK ICO noted that failures 
in data protection planning and poor 
cybersecurity controls led to test results 
being displayed on a website without 
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adequate user authentication. There have 
also been instances where clinical data has 
been discovered or accessed on unsecured 
cloud storage. 

3) Using Third-party Solutions
It is also often the case that the delivery 
and maintenance of these systems are 
dependent on different technology vendors, 
service providers and their own technology 
partners. 

Particular consideration should be given 
to situations where third parties may be 
hosting data or require physical or virtual 
access to systems, as vulnerabilities in 
third-party solutions and misconfigured 
cloud services are common causes for data 
breaches.  

Consider how best to monitor ongoing 
vendor compliance and steps to mitigate 
risks involving access to sensitive and 
confidential data. From a contractual 
standpoint, it is important to address 
privacy and security obligations including 
responsibilities to report data breaches or 
issues impacting on the security, integrity 
and confidentiality of the data. The contract 
should also clarify in what circumstances 
the vendor may have access to confidential 
data and ownership of system generated 
data and logs which may be used to monitor 
and improve system performance, but 
which may contain identifiable personal 
data or information which is commercially 
sensitive.

4) Data Sharing 
Opportunities to leverage Big Data and AI to 
radically improve research and development 
are often dependent on obtaining very 
large data sets. As a result, there are 
many commercial and social benefits to 
collaborating with other research grounds 
and potentially combining data sets from 
different sources. 

Where data sharing is required between 
systems or between different organisations, 
consider not only the nature of the security 
controls, but also if applicable laws or 
commercial data sharing arrangements 
permit sharing and secondary use of 
the data, including whether appropriate 
disclosure notices, consent approvals and 
contractual measures are in place. 

From a legal and regulatory standpoint, 
there may be additional requirements and 
considerations where data is stored or 
accessed from a third country, particularly 

where it may not offer the same data 
protection laws and rights. 

 
5) Data Retention and Deletion 
Even where there is a commercial benefit 
from retaining data for future research, 
due consideration must be given to data 
retention and deletion practices. 

Data protection rules generally require 
that data is only held for as long as is 
necessary to fulfill the original purposes 
for processing, and any secondary usage 
of data may require consent of the data 
subject or additional legal grounds. 

There may also be regulatory or 
contractual requirements requiring data 
to be retained linked to the nature of the 
processing and type of data involved. 

Alongside any system or process related 
retention schedule or policy, there needs to 
be clear operational responsibility, whether 
it is an automated or manual deletion. 
Responsibility around retention and 
deletion also extends to data that is held 
by third-party vendors and also to copies of 
data that may exist for business continuity 
purposes, audit and quality control review. 

Mitigating Risk
Practical ways to address or mitigate data 
risks include undertaking a data protection 
impact assessment to confirm the nature 
and volume of the data sets which will be 
collected and processed and to identify 
any significant requirements or gaps 
in compliance with corporate policies 
and standards, as well as any specific 
considerations relevant to the nature of 
the system and process. 

It is important that changes to these 
systems and processes are also reviewed 
to identify if they impact on risk or trigger 
additional regulatory or contractual require-
ments. This also applies to the handling of 
data and records during migration, when 
additional measures may be required to 
manage interim duplicate data sets or 
prevent data quality issues during the 
migration. 

It is also important that staff are provided 
with appropriate training and guidance 
on the use of new systems and that any 
concerns or issues can be escalated during 
and after testing and deployment.

 
In some cases, new technology may also 

be the catalyst for significant changes to 

ways of working, for example shifting from 
recording experiments through paper-based 
notation to using a laboratory notebook or 
structured workflow management tool. Staff 
may need to take time for adjustment in the 
same way in which a software solution is 
tested and refined. 

When selecting a vendor or service 
provider, consider your priorities and 
the risks involved. Implementing next 
generation technology and functionality 
may be the priority, but there are also 
considerations around stability, out of the 
box readiness and interoperability with 
other systems and processes. If you require 
a reliable, secure and stable solution for 
critical data processing, then you also need 
a vendor and technology that is tried and 
tested for these purposes. 

In conclusion, managing data risk around 
laboratory information management 
systems and other laboratory process 
automation services, needs to start at the 
inception phase with appropriate input 
across responsibilities for technology, 
cybersecurity, procurement, privacy and 
data governance. 

Take the time to understand your 
technology and business needs, and with it 
the priorities, risk and challenges associated 
with such tasks. 

Finally, the job does not stop with a 
successful deployment. Ongoing assurance 
monitoring of compliance and risk mana-
gement, along with process improvement, are 
vital post-integration activities.
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