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The End to Painfully Slow Cloud Migration?

The idea that the pharma industry is
a digital foot-dragger compared to other
industries has been dissipating for some
time now. Of course, caution is needed in
this highly regulated industry - but the
past few years, in particular, have brought
significant advances in the application of
cloud technology.

From academia and research to
manufacturing and distribution, the cloud
has paved the way for the development and
delivery of innovative new treatments.

Without the cloud, it's likely we wouldn't
have seen the Covid-19 vaccine rolled out
at the speed, and on the scale that we did.
Far from being behind the curve when it
comes to technology, the industry giants had
embarked on their cloud strategies a decade

or more ago - so they already had proven
solutions to support the vaccine programme.

Over the years, they've introduced a mix
of off-the-shelf 'software as a service' (SaaS)
solutions, and ones they've built in-house
using the leading cloud platforms, Google
Cloud, AWS (Amazon Web Services), and
Microsoft Azure.

These platforms, and the solutions
built on them, are continually improving
their security, scalability and performance,
enabling companies to drive innovation and
tackle both long-standing inefficiencies and
new challenges like the rise in counterfeit
medicines.

Investment in cloud infrastructure means
that pharma manufacturers can process and
maintain data within a secure environment
atscale and in near real-time, using Artificial
Intelligence (Al), machine learning (ML), the
Internet of Things (oT), and blockchain. Every
aspect of the drug lifecycle can be, or is being,
transformed by smart technologies, which in
turn promotes better health outcomes for
patients, and improved performance for life
sciences companies.

Now, we're in a position to quantify the
benefits of a cloud compared to on-prem
which, according to one report' can be seen
in four key areas: R&D, clinical development,
commercialisation and manufacturing, and
safety and compliance. They include a 31%
uplift in revenue from new products; an 83%

increase in Al/ML usage; and a 27% drop in
unexpected manufacturing-related downtime.

Because of benefits like these, we're
seeing more companies press ahead with
cloud migration, with the appointment?
of chief digital and technology officers
(CDTOs) to drive their strategy forward.

While it might feel less risky, even wise,
to take a piecemeal approach to cloud
migration, companies that have lacked the
direction of a CDTO, until now, may find
that key processes have been overlooked.
As such, they remain largely manual and
generally unfit for purpose in the modern
world.

Labelling - A Prime Candidate for Cloud
Transformation

Labelling and artwork management is one
of those areas that is often overlooked
when it comes to cloud transformation, yet
it is a prime candidate for change. Manually
producing compliant labels can take weeks;
now it can be achieved in seconds, using
cloud-based software. By using pre-approved
templates and automation, manufacturers
are able to minimise human intervention
and standardise processes to save time and
reduce the risk of error.

Not only is it time-consuming to
produce these labels in the first instance,
reformulations, regulatory change, and
labelling mistakes often require urgent
label updates. But it can typically take
many man-months, sometimes many man
years depending on the size of the migration,
to change all impacted product labels
manually, and can be a costly investment
as design teams are often required to make
creative changes.

It's also common for labels to require
changes five times per year, making it a
resource-intensive and unsustainable
process for companies whose priority is
to get innovative products to market and
remain both competitive and compliant.

Again, without cloud migration, this
wouldn't be possible. Al depends on the
scalability and computational power of
the cloud because of the large amount
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of data required in model development,
management and deployment. So, in the
simplest terms, companies that don't
migrate to the cloud cannot leverage Al/
ML, loT, or blockchain.

Time is Still a Barrier

While the direction of travel across
the industry, cloud migration isn't a
straightforward task - especially for
pharma companies with large and complex
infrastructure, and data stored in multiple
locations.

Any hesitancy, particularly around
security, privacy and good data management,
is entirely understandable and prudent
in a highly regulated sector where patient
information and intellectual property (IP)
are sacrosanct. Indeed, we would be more
concerned if companies were adopting
new technologies too rapidly without due
diligence.

The cloud can be more secure than on-
prem servers and software because it's
regularly monitored for threats and uses
sophisticated encryption to protect data
from cyberattacks. In fact, public cloud
platforms (like AWS, Google Cloud, Azure)
tend to be more secure than the private
cloud because providers are constantly
addressing vulnerabilities.

Beyond security and regulatory
compliance (like HIPAA and GDPR), one of
the biggest concerns for pharma companies

is the migration process itself - specifically,
the time it takes to onboard applications,
move data, and get staff up-to-speed.

Even if they want to update their l[abelling
processes, the sheer amount of content, in
multiple formats, needing to be moved from
on-prem labelling systems to cloud-based
ones still represent a major barrier.

We've seen this for ourselves on
numerous occasions. In one company we
worked with, it took between 70 and 80
people a year to manually migrate the data
from their previous system to our cloud-
based one. It meant that the project took
between six and nine months longer than
expected, leaving them unable to use their
new software for two years. Poor time-to-
value like this is unacceptable, from their
perspective and ours, and is only going to
increase cloud hesitancy.

Automating Cloud Migration

The obvious solution to labour intensive
tasks is automation, which led us to develop
an Assistive Technology for Migration (AToM)
solution, specifically to aid migration of
labelling and artwork management systems
to the cloud - while also improving time-to-
market by 70 percent, migration accuracy
over 80 percent and increasing operational
efficiency by 70 percent.

Recently, we've been working with Aston
University® as part of a Knowledge Transfer
Partnership (KTP) to see how we could use
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Gen Al and ML to automate and improve
the artwork creation stage of the labelling.

By leveraging Al/ML, it can extract data
from labels and artwork, in any format,
and produce branded and compliant
label templates that enable labels to be
created and updated quickly. It achieves
this by establishing a single, reusable data
repository for accurate artwork management
and labelling - and, crucially, learning to
optimise the way it manages data and
minimise errors. Getting over 90 percent
right the first time.

Using AToM, it can take just a few minutes
or no more than an hour to migrate all assets
which is a significant time saving compared
to typical cloud migration projects which
can take months or, in the case of pharma,
years. Because the process is automated, it
doesn't divert skilled technical staff away
from their day-to-day work in the same way
a traditional cloud migration project might.

It's already been trialled by a global
consumer company, as part of its Al journey.
Since then, it has seen improvements in
both compliance and the time it takes to
get products onto the shelves.

AToM, using Al and Machine Learning
(ML), establishes a single, reusable data
repository for accurate artwork management
and labelling, learning to optimise the way
it manages data and minimise errors. The
cloud makes it possible to manage a vast
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and growing digital repository of data on a
global scale.

Looking Ahead

Once companies have migrated to the cloud,
the opportunities to improve performance are
near limitless, especially as technologies like
AI/ML, blockchain and predictive analytics
become more sophisticated. Along with
improved data processing, management and
automation, we also envisage the rise of VR
(virtual reality) and AR (augmented reality)
labelling, where users scan products to find
out more information. The ability to manage
this data on the cloud is essential.

These technologies are both supporting
and shaping wider trends in the pharma
industry.
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For example, the combination of Al and
blockchain could be a key weapon in the
fight against counterfeit medicine, enabling
transparency and authenticity throughout
the supply chain. Our ability to use Al to
automate and predict with greater precision
opens the possibility for transformative and
personalised treatments, decentralised
clinical trials, predictive machine main-
tenance, and highly efficient labelling and
artwork management processes that ensure
compliance with current and upcoming
regulations.

The challenge for technology providers,
is to ease the transition to the cloud as
much as possible, talking to the industry and
recognising where the biggest roadblocks
are. As we've seen first-hand, a focus on

automating the resource-intensive elements
of migration can result in significant time-
savings, enabling companies to maximise
the value of their cloud investments as soon
as possible.
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